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ABSTRACT 

This capstone project explores the transformative impact of artificial intelligence (AI) on decision-

making processes within modern military operations, focusing on its integration into the Kill Chain framework. 

The research investigates key questions regarding the optimization of decision cycles and the role of AI in 

enhancing operational effectiveness. Participants in this study include an array of real-world applications, 

including unmanned aerial vehicles (UAVs) and AI-augmented weaponry. 

Through qualitative analysis and case studies, this research examines how AI technologies, such as 

machine learning and neural networks, can automate critical stages of the Kill Chain—detection, tracking, 

targeting, engagement, and assessment. The findings demonstrate that AI significantly shortens decision-

making timelines, enhances precision in engagements, and ensures adaptability under complex battlefield 

conditions. A practical scenario featuring autonomous drone swarms illustrates these advantages, 

emphasizing resilience against electronic warfare and the ability to operate independently of human oversight. 

The results underscore the dual nature of AI in military contexts: while it offers unparalleled efficiency 

and operational gains, it also raises critical challenges related to accountability, ethical compliance, and legal 

frameworks. This research concludes with recommendations for developing transparent oversight 

mechanisms and fostering international cooperation to govern AI integration responsibly. 

Keywords: Artificial Intelligence (AI), Kill Chain, military operations, Lethal Autonomous Weapons 

(LAW), Unmanned Aerial Vehicles (UAVs), drone swarms, operational effectiveness, decision making, ethics in 

AI. 
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1. INTRODUCTION 

The earliest known human weapon, dating back some 400,000 years ago, was a simple wooden spear 

found at an archaeological dig in Schoningen, Germany. These primitive tools marked the birth of weaponry 

in human history (Smithsonian National Museum of Natural History, n.d.). Approximately 48,000 years ago, 

humans developed bows and arrows (Langley, 2020), later advancing to metallic weaponry. The gunpowder 

era introduced firearms and artillery. Recent history has seen the creation of armored vehicles, advanced 

fighter jets, and destructive nuclear weapons. 

In the present day, we are witnessing the dawn of a new weaponry epoch characterized by 

autonomous systems and robotics powered by artificial intelligence (AI). The current war between Ukraine 

and Russia has become an unexpected testing ground for these emerging technologies, with "drone 

dominance zones" emerging in combat areas and venture capital flowing into AI-centric defense projects. For 

instance, White Stork, a company under the ownership of Eric Schmidt, Google's former CEO, is conducting 

field tests of AI-enhanced drones in actual combat scenarios (Emerson, 2024). At the same time, Ukraine 

recently unveiled the AI-powered kamikaze drone "Mace" at the Eurosatory Weapons Exhibition (Army 

Recognition, 2024). Concurrently, the Pentagon aims to field thousands of AI-enabled autonomous vehicles 

(Garamone, 2023) by 2026 to keep pace with China, and projects like Venom (Losey, 2023) are developing 

unified AI software engines for military applications. This rapid technological advancement and the significant 

operational and manpower challenges it poses to military protocols call for a detailed examination of the 

implications of lethal autonomous weapons (LAW) with AI in today's armed conflicts. 

The first use of autonomous drones as lethal weapons is believed to have occurred in March 2020 

during the Libyan conflict. This event marks a significant milestone in advancing military technology and tactics. 

According to a UN report (United Nations Security Council, 2021), a Turkish-made Kargu-2 drone is reported 

to have autonomously "hunted down" members of the Libyan National Army. If the manufacturer's claims are 

correct, the Kargu-2 can use machine learning to classify objects, allowing it to "autonomously fire-and-forget 

(Slijper, 2019)." Turkey denies using the Kargu-2 in this way (TurDef, 2021), though it seems to acknowledge 

that the Kargu-2 can be used autonomously. While the autonomous use of Kargu-2 in the Libyan incident 

remains unconfirmed, the statement that the system has autonomous capabilities appears credible. 

The UN's findings on Kargu-2 have caused much controversy. Media outlets published provocative 

headlines, such as "Terminator-style AI drone" that "hunted down human targets without being given orders 

(Knox, 2021)." Such reports provoked disturbing visions of uncontrollable, self-aware machines engaged in 

random, deadly activity.  
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AI has indeed emerged as a revolutionary technology, impacting numerous fields, including military 

operations. Its integration into defense systems promises to transform warfare, enhancing capabilities and 

decision-making processes that could decisively influence conflict outcomes. The primary motivation behind 

global military efforts to incorporate AI into their operations is clear: it provides superior decision-making 

over existing capabilities. 

Lethal autonomous weapon systems have long incorporated elements of automation. Basic autonomy 

is relatively simple, and autonomous weapons have been involved in conflict for centuries. Autonomy assumes 

that machines function independently of human involvement. Such a weapon requires only a sensor, a 

mechanism to interpret sensor data, and the ability to deploy its destructive payload. 
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2. OBJECTIVES OF PROJECT 

This capstone project aims to provide a 

comprehensive analysis of the use of AI in military 

decision-making processes, specifically focusing on 

the role of AI-enhanced autonomous drones as the 

most actively developing and promising LAW. The 

primary objective of this study is to provide a high-

level overview of the decision-making chain in AI-

driven military management, focusing on key points 

where AI influences the process and its potential 

impact on operational effectiveness: 

a. Investigate the impact of AI on decision-

making processes within the Kill Chain model. 

b. Examine the stages of the Kill Chain 

framework where AI can be integrated to improve 

efficiency and effectiveness – from target 

identification and prioritization to engagement and 

assessment – and understand how AI algorithms and 

machine learning models are incorporated into these 

processes.  

c. This research aims to provide 

recommendations into the roles and responsibilities 

of human operators, AI systems, and their 

interactions in military management by mapping the 

decision-making chain. 

 

  

Figure 1. Summary Timeline of LAWS Autonomous 

Capabilities 

Source: Data adapted from primary research and 

generalized case studies conducted as part of this 

capstone project 
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3. FUNDAMENTALS OF AI-DRIVEN LETHAL AUTONOMOUS WEAPONS IN MODERN 
WARFARE 

3.1. Background 

To illustrate the practical application of autonomous capabilities in military systems, particularly in air 

warfare, it's essential to consider the evolution of these technologies from the 1980s through the present. 

This progression (see Figure 1) demonstrates the shift from basic autonomy to AI-enabled autonomy in lethal 

airborne systems:  

 

a. Early Autonomous Systems (1980s - 1990s) 

Air warfare systems required operators to search for and acquire targets in this era manually. 

Operators had to assess and determine whether conditions were appropriate to initiate lethal action 

based on multiple analog data sources. They then provided targeting information to the kinetic 

effector, guiding it from launch to the lethal end state. 

An important exception to this was infrared (IR) weapon systems. Once targeting information was 

provided and the launch initiated, IR weapons functioned autonomously post-launch. Another notable 

example is the Phalanx Close-In Weapon System (CIWS), a defensive LAWS that has been in use for 

decades. The Phalanx CIWS operates with humans "on the loop," automatically detecting, evaluating, 

tracking, engaging, and performing kill assessments against anti-ship missiles and high-speed aircraft 

threats. 

b. Increased Autonomy (late 1990s - 2000s) 

Air warfare systems began to incorporate both autonomous search and acquisition capabilities 

alongside operator control as technology advanced. These systems required operators to assess and 

determine appropriate conditions for lethal action based on a mix of analog and digital data sources. 

Operators would provide initial targeting information, but the kinetic effector would take over 

autonomously in the final prosecution stage. 

c. Advanced Autonomy (2010s) 

In these systems, operators may still be involved in searching for and acquiring targets, but this process 

is increasingly automated. The system itself now assesses and determines whether conditions are 

appropriate for lethal action based on a vast array of digital data inputs. While human monitoring is 

still required by Rules of Engagement (ROE) rather than technical limitations, the system tells the 

human operator when to "push the button."  

 



 

 

 

 

11 

 

d. AI-Driven Systems (2020s – Present) 

Uses machine learning algorithms for target recognition and tracking; capable of autonomous target 

selection and engagement; can operate in swarms, showcasing collective AI-driven behavior; adaptive 

learning allows it to improve performance based on experience; has the potential for fully autonomous 

operation. Its deployment has sparked debates about the ethics of autonomous weapons and 

compliance with international humanitarian law. 

 

It's crucial to note that in autonomous applications a-c, the system acts (or attempts to act) according 

to the logic provided by human programmers, subject to technological limitations. The system doesn't deviate 

from its programming, for better or worse. However, the integration of AI crosses a significant threshold. 

Instead of simply following pre-programmed instructions, AI-enabled systems have the potential to act 

according to what they "think" they should do based on their training and the current situation. 

This progression illustrates the increasing sophistication of autonomous systems in military 

applications, particularly in air warfare. It also highlights the critical juncture we now face with the integration 

of AI, which introduces a new level of autonomy and decision-making capability that goes beyond pre-

programmed responses.  

Based on the progression described above and before diving into the main content, it should be noted 

that this paper examines the intersection of three critical developments in military technology and ethics: 

 

a. The progressive implementation of autonomous capabilities in LAWS over recent decades, which 

has allowed for increased operational independence. 

b. The long-standing technical capability to create fully autonomous weapons systems, particularly for 

defensive purposes. Despite this ability, ethical, legal, and moral considerations have primarily prevented the 

deployment of autonomous offensive or "hunter-killer" platforms. 

c. The emergence of artificial intelligence in military applications, which presents two distinct 

paradigms:  

1. AI systems that collect and process data to provide information, suggestions, or recommendations 

to human decision-makers, maintaining human authority and control.  

2. AI-enhanced autonomous systems capable of independent decision-making and action without 

direct human intervention. 

 

These developments have led to considerable confusion and misuse of terminology, complicating 

meaningful discourse on the subject. This paper is devoted to the implications of the emergence of 
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autonomous systems with artificial intelligence capable of autonomous action, as well as to the study of the 

expected challenges in the field of management organization arising from using such technologies in the 

military context. 

AI is currently being used to improve understanding of complexities on the battlefield. Nevertheless, 

AI signifies the next phase in this technological progression. In contrast to simple automation, AI systems can 

employ adaptive learning, potentially enabling future machines to make decisions autonomously, drawing 

from real-time information and previous encounters, often without explicit human directives. 

A prominent military application of AI involves creating and utilizing autonomous unmanned aerial 

vehicles (UAVs), commonly called drones. Integrating machine vision and AI algorithms, these aircraft can 

execute sophisticated operations, including target recognition, pursuit, and engagement, with limited human 

oversight. AI-enhanced drones, fitted with cutting-edge sensors and algorithmic systems, can process live 

video data, identify and monitor targets, and autonomously determine actions based on established 

engagement protocols. 

The expansion of autonomous capabilities is intricately tied to the rise of unmanned systems. 

Numerous countries actively develop and implement diverse unmanned platforms across air, sea, and land 

domains. These systems have traditionally relied on remote teams to execute missions, which creates 

challenges when military personnel are understaffed or stressed. Furthermore, adversaries often attempt to 

disrupt, alter, or block communication between operators and drones. As unmanned platforms become 

increasingly autonomous, the need for human signals and operators will decrease, which could lead to a 

change in the operational structure of the military. 

This expansion is also closely tied to the militaries' need to increase their capacity without 

proportionally increasing human operators or risking more lives. This strategy allows for force multiplication 

and risk reduction. A single operator can control multiple autonomous systems, machines can be deployed in 

high-risk environments, operations can extend beyond human endurance limits, and forces can be deployed 

and scaled more quickly than traditional human-centric units. This shift towards autonomy as a primary 

Concept of Operations (CONOPS)1 has been evolving for decades but is now accelerating rapidly. The 

integration of AI is further catalyzing this trend, promising even greater capabilities and independence from 

human control.  

 

1 In military planning, a Concept of Operations (CONOPS) is a clear, concise statement of how a commander intends to 

conduct an operation. It outlines the commander's vision, describing the overall approach, key tasks, and desired end state. CONOPS 

provides a framework for more detailed planning, ensuring all units understand their roles and how they fit into the broader mission 

objectives. 
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Nations are now incorporating unmanned platforms into coordinated drone swarms. Israel pioneered 

the combat deployment of a swarm three years ago (Hambling, Israel used world's first AI-guided combat 

drone swarm in Gaza attacks, 2021). Authentic drone swarms involve multiple units communicating and 

cooperating as a unified weapons system. While swarms are not inherently autonomous, managing thousands 

of drones necessitates AI assistance. Israel's innovative "swarm" system reportedly consists of multiple small 

drones with various sensors and weaponry. This marked the beginning of a trend. India subsequently tested a 

75-drone formation in 2021 (Hambling, Indian Army Shows Off Drone Swarm Of Mass Destruction, 2021). 

Recently, South Africa's Paramount Group unveiled a swarm system featuring 41-kg long-range drones capable 

of 100+ mph speeds (Helou, 2021). Concurrently, Russia is developing anti-submarine swarms (Edmonds, 

2021) while applying AI to unmanned drones in Ukraine. Many other nations are exploring diverse swarm 

applications. Ukraine, recognizing AI's strategic value in its conflict with Russia, is actively employing AI-

enhanced drones and autonomous systems to gain battlefield advantages (Saballa, 2024). 

The impact of AI on autonomous systems extends beyond aerial platforms to include ground vehicles, 

warships, and orbital vehicles. These AI-powered systems can function autonomously or collaboratively with 

human controllers, offering crucial assistance in implementing strategic and tactical operations. The 

integration of AI enables adaptive learning capabilities, allowing these machines to enhance their effectiveness 

through analysis of current data and prior encounters. 

The incorporation of AI in military operations, however, introduces numerous complexities. Since 

humans may lose control over target selection in specific scenarios, ensuring these AI systems operate ethically 

and legally is a crucial challenge. The deployment of LAWS, where machines autonomously make critical 

decisions without human supervision, raises substantial ethical concerns. These moral and legal implications 

should be considered fundamental in developing guidelines and regulations governing the use of AI in the 

military. 

Autonomous weapons will become increasingly prevalent in combat zones if current trajectories 

persist. As artificial intelligence technology advances and its military applications expand, its implications and 

challenges must be carefully assessed. This research explores artificial intelligence's role in military decision-

making processes, particularly within a Kill Chain framework. Through an analysis of this topic's technical, 

managerial, and strategic aspects, this research aims to contribute meaningfully to the ongoing dialogue 

regarding responsible AI development and implementation in military contexts. 

 

3.2. Key Definitions and Scope 

For this paper, it is crucial to establish a clear definition of autonomy in the context of AI-driven military 

systems. Throughout this research, autonomy will primarily refer to AI-driven systems that can make decisions 

based on the information they collect and the data on which their neural networks have been trained. These 
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systems can act on their own "thinking" beyond the instructions and parameters given to them by their 

manufacturers, programmers, and users. 

This definition distinguishes AI-driven autonomous systems from traditional autonomous systems that 

operate solely based on pre-programmed rules. It highlights the learning and adaptive capabilities enabled by 

Machine Learning and Neural Networks, which characterize true AI systems in military applications. 

 

3.3. Definitions of LAWS 

Lethal Autonomous Weapon Systems (LAWS) are advanced military platforms capable of 

independently identifying and engaging targets without direct human control. These systems can incorporate 

cutting-edge technologies such as artificial intelligence, machine learning, and integrated sensor arrays to 

execute tasks typically performed by human personnel. The critical characteristic of LAWS is their capacity to 

autonomously determine the application of deadly force, guided by preset parameters and instantaneous data 

processing. 

While there is no universally agreed-upon definition of LAWS, the International Committee of the Red 

Cross (ICRC) describes them as "any weapons that select and apply force to targets without human 

intervention" (International Committee of the Red Cross (ICRC), 2022). The key characteristics of LAWS include 

autonomy in the critical functions of targeting and engagement, the ability to operate in complex and dynamic 

environments, and the potential to cause lethal harm without direct human supervision. 

 

3.4. Examples of LAWS, Current Trends in AI-driven LAWS Development 

Several existing and emerging military technologies can be classified as LAWS or have the potential to 

evolve into fully autonomous weapon systems. Some examples include: 

 

a. Autonomous ground vehicles 

Robotic platforms designed for ground combat, such as tanks or infantry fighting vehicles, can 

navigate, identify threats, and engage targets autonomously. 

b. Autonomous maritime systems 

Unmanned surface vehicles (USVs) or underwater vehicles (UUVs) that can perform tasks such as mine 

countermeasures, anti-submarine warfare, or surface warfare without direct human control. 

c. Autonomous drones 

Unmanned aerial vehicles (UAVs). Today, the following types of autonomous drones are distinguished: 

- Surveillance type: UAVs equipped with advanced sensor systems to conduct surveillance and gather 

intelligence. These drones can navigate, identify targets, and transmit real-time data to command 
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centers, providing critical situational awareness and supporting strategic and tactical decision-making 

in military operations. 

- Bombers (for example, the Ukrainian drone Vampire, capable of flying and dropping up to 20 

kilograms of explosives at the target and returning to the operator (Defense Express, 2024); converted 

civilian (agriculture) drones). 

- "Kamikaze" drones are drones that have no means of landing and fly only one way (FPV (First-person 

view) drones). In 2022, FPV drones appeared on the battlefield in Ukraine. In 2023, they became a 

massive and inseparable part of the Russian-Ukrainian war as a cheap way to destroy enemy 

equipment and manpower. Now, both armies stand on the threshold of a new stage of development 

– FPV drones with machine vision and AI functionality.  

- Loitering munitions: These are small, expendable UAVs that can loiter over a target area, identify and 

select targets based on predefined criteria, and then dive into the target to detonate an explosive 

payload. Unlike kamikazes, these drones can return. 

 

It is important to note that the above systems can currently be "fully autonomous" without any AI 

element built into them. Most of these systems currently operate under human supervision or with human-

in-the-loop control. However, the rapid advancements in AI raise concerns about the potential for these 

systems to become fully autonomous in the future, capable of making critical decisions without meaningful 

human control. 

 

3.5. Definitions of Autonomy 

The term "autonomy" has been interpreted differently across diverse documents and debates. These 

differing conceptualizations reflect contrasting perspectives on the potential trajectory of robotic warfare. The 

lack of a unified definition highlights the complexity surrounding the future development and deployment of 

autonomous military systems. 

It is crucial to distinguish between conventional autonomy and artificial intelligence in the context of 

LAWS. Autonomy refers to a system's ability to operate independently based on pre-programmed instructions 

and decision-making algorithms. This capability is already pervasive in many military systems. An autonomous 

system follows predefined rules and protocols without human intervention but does not learn or adapt beyond 

its initial programming. 

In contrast, the AI element in LAWS introduces a fundamentally different capability: the ability to 

update its own logic and algorithms based on new information and experiences. AI-enabled systems can learn 

from their interactions, adapt to new situations, and potentially make decisions that were not explicitly 
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programmed. This self-improving aspect is what truly differentiates AI-driven LAWS from merely autonomous 

systems. 

For instance, an autonomous drone might independently identify and engage targets based on preset 

criteria. An AI-enhanced drone, however, could improve its target identification algorithms over time, adapt 

to new camouflage techniques, or even develop novel engagement strategies based on observed patterns of 

effectiveness. 

It's important to note that AI in LAWS can operate in two modes: human-enabled AI, where the system 

provides enhanced information for human decision-makers to act upon, and autonomous-enabled AI, where 

the AI system is permitted to make and execute decisions independently based on its learned knowledge. 

This distinction is critical for understanding AI's strategic, tactical, managerial, ethical, and legal 

implications in warfare. While autonomy raises questions about human control and accountability, AI 

introduces additional complexities related to unpredictability, potential for rapid escalation, and the 

fundamental shift in the nature of military decision-making. 

A 2012 Human Rights Watch report by Bonnie Docherty, Losing Humanity: The Case against Killer 

Robots, provides a framework for understanding the levels of human control in weapon systems with 

autonomous capabilities. It's important to note that these categories describe the degree of autonomy 

granted to systems, not the presence or absence of AI. Docherty defines three categories based on the level 

of human involvement: human-in-the-loop, human-on-the-loop, and human-out-of-the-loop weapons 

(Docherty, 2012). 

"Human-in-the-loop weapons [are] robots that can select targets and deliver force only with a human 

command" (Docherty, 2012). Several instances of this initial category are already operational, particularly in 

air defense systems. A prime example is Israel's Iron Dome2, which identifies incoming projectiles, calculates 

their paths, and relays this data to a human operator. The soldier then makes the final decision on whether to 

deploy a counter-missile. 

"Human-on-the-loop weapons [are] robots that can select targets and deliver force under the 

oversight of a human operator who can override the robots' actions." Docherty cites the Samsung-developed 

SGR-A1 as an example, a sentinel robot deployed along the Korean Demilitarized Zone. This system employs 

low-light imaging and pattern recognition algorithms to identify intruders, issuing verbal cautions. Should the 

intruder fail to comply, the robot's integrated firearm can be activated remotely by an alerted soldier or 

autonomously if operating in fully automatic mode (Docherty, 2012). Bombers and "kamikaze"/FPV drones are 

another example of human-on-the-loop systems. 

 

2 implies the Iron Dome system before Israel starts deploying AI there, presumably since 2021. 
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"Human-out-of-the-loop weapons [are] robots capable of selecting targets and delivering force 

without human input or interaction." An excellent example of this is AI-driven LAWS, which are the subject of 

this research. This category of autonomous weapon systems has sparked significant apprehension regarding 

"automated killers." Military analyst Thomas K. Adams predicted that future scenarios might relegate human 

involvement to merely setting initial war policies, with only nominal control over automated military systems 

(Adams, 2001-2002).  

These classifications refer to how autonomous functions are allowed to operate rather than the 

underlying technology itself. This distinction is crucial for accurately discussing and analyzing the implications 

of both autonomous and AI-enabled weapon systems. The widespread conflation of autonomy and AI has led 

to confusion in public discourse and policy debates. By clearly delineating between autonomous operation 

(which can occur with or without AI) and AI capabilities (which may or may not be granted autonomy), we can 

foster more informed and precise conversations about the future of military technology. This precision is 

essential for making proper analysis, corresponding outcomes, and recommendations that address the unique 

challenges posed by truly AI-enabled systems, as opposed to merely autonomous ones. 

As defined in the introduction (Section 1.2.), this paper focuses on AI-driven autonomous systems 

capable of learning and adapting beyond their initial programming. This definition is essential to distinguish 

between traditional autonomy and the more advanced, AI-enabled autonomy that is the subject of this 

research. 

 

3.6. Machine Learning, Neural Networks and AI 

Machine Learning (ML) is a subset of artificial intelligence that enables systems to learn from data and 

improve their performance over time without being explicitly programmed. In the context of AI-driven military 

systems, ML algorithms are designed to process vast amounts of data, identify patterns, and make predictions 

or decisions. This capability allows these systems to adapt to new environments and unforeseen scenarios, 

enhancing their operational effectiveness and resilience. 

Neural Networks, a core component of ML, are computational models inspired by the human brain. 

They consist of interconnected layers of nodes (or "neurons") that process information in a manner analogous 

to biological neural systems. Neural Networks are particularly effective in handling complex, non-linear 

relationships in data, making them suitable for tasks such as image recognition, natural language processing, 

and predictive analytics in military contexts. 

In AI-driven military systems, Neural Networks can play a crucial role in enabling autonomous 

capabilities. For example, they can be used to: 
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a. Target Recognition 

Neural Networks can process sensor data to identify and classify potential targets with high 

accuracy, even in challenging conditions such as poor visibility or camouflage. 

b. Decision-Making 

By analyzing data from various sources, Neural Networks support decision-making processes, 

ensuring faster and more informed responses in combat scenarios. 

c. Adaptive Learning 

Neural Networks enable systems to learn from new data and adjust their operations accordingly, 

allowing real-time adaptability in dynamic combat environments. 

 

3.7. Challenges in Development and Deployment 

Today’s AI-driven LAWS mainly struggle with reliability in dynamic and unpredictable environments. 

They may encounter scenarios outside their training datasets, leading to performance degradation or failures. 

Additionally, AI-driven LAWS systems are vulnerable to adversarial attacks, where malicious inputs deceive the 

system into making incorrect decisions. Transparency is another issue, as many AI systems operate as "black 

boxes," complicating trust and accountability. Another challenge is ethical and legal constraints when 

integrating AI into existing military systems. All of the listed above will be covered in the relevant sections 

below. 
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4. FUNDAMENTALS OF THE KILL CHAIN MODEL 

4.1. Definition of Kill Chain 

To fully understand the implications of Lethal Autonomous Weapon Systems in military operations, 

examining their role within the broader context of the Kill Chain framework is essential. The Kill Chain refers 

to a systematic process that outlines the sequence of steps involved in identifying, targeting, and neutralizing 

threats in military operations. Conceptualized initially for conventional warfare, the Kill Chain provides a 

structured framework for understanding and improving the efficiency of combat operations. It breaks down 

complex military engagements into manageable stages, each critical to achieving mission success. In modern 

military contexts, the Kill Chain has been adapted to incorporate advanced technologies, including AI and other 

information technologies, to enhance speed, accuracy, and adaptability (Brose, 2020).  

 

4.2. Main Stages of the Kill Chain Model 

4.2.1. Detection 

Detection is the initial and foundational step in the Kill Chain. It involves identifying potential threats 

through various means, including surveillance systems, reconnaissance, and sensor technologies.  

Today, key players in this stage include intelligence analysts, UAV operators, and sensor operators, 

who collect and process data from various sources, such as satellite imagery, drone footage, and human 

intelligence. 

In the context of AI-driven military systems, detection is significantly enhanced by machine learning 

algorithms and neural networks, which can process vast amounts of data from multiple sources in real time. 

These technologies enable the identification of patterns and anomalies that may indicate the presence of a 

threat, even in complex or cluttered environments. 

For instance, the use of AI-powered drones equipped with high-resolution cameras and thermal 

imaging sensors has proven effective in detecting hidden enemy units in dense forested areas or urban 

environments. These drones process and analyze data on the fly, identifying potential threats that may not be 

visible to the human eye.  

 

4.2.2. Fix 

Fixing involves confirming the location of a detected threat to ensure accurate targeting. This stage 

often requires the integration of multiple data sources to refine the information collected during detection. 



 

 

 

 

20 

4.2.3. Tracking 

Tracking is the process of continuously monitoring the movement or behavior of a confirmed threat. 

This stage ensures that dynamic targets remain under observation and updated information is available for 

decision-making. 

Today, key players in this stage include UAV operators, sensor operators, and Command and Control 

elements (C2), who collaborate to monitor target movements and activities. 

When considering AI-driven military systems, Unmanned Aerial Systems (UAS) equipped with artificial 

intelligence tracking algorithms follow an evasive high-value target across the battlefield, maintaining 

situational awareness for commanders. 

 

4.2.4. Targeting 

Targeting is the process of identifying identified threats as targets for engagement. This step relies on 

accurate data analysis to assess the threat level, prioritize targets, and determine the most effective means of 

neutralization.  

Today, legal advisors, intelligence analysts, and C2 elements play crucial roles in this stage, ensuring 

compliance with the LAWS of armed conflict and rules of engagement (ROE). 

AI-driven systems will play a key role in this phase, integrating data from various sensors, applying 

analytics, and providing decision support for military operators. Using neural networks can quickly assess 

scenarios and recommend optimal targeting strategies, significantly reducing critical decision-making time. 

Example: Christian Brose in The Kill Chain highlights a scenario where automated systems prioritized 

enemy missile silos over decoy installations, improving the effectiveness of resource allocation during a 

simulated conflict. 

 

4.2.5. Engagement 

Engagement is the execution phase of the Kill Chain, where identified and prioritized targets are 

neutralized using appropriate military assets.  

UAV operators, weapon systems operators, and C2 elements are critical players in this stage, 

responsible for executing the attack by the ROE and minimizing unintended consequences. 

AI-driven autonomous systems will increasingly be utilized in this stage to execute precise actions with 

minimal human intervention. Advanced robotics, guided weaponry, and real-time feedback mechanisms 

ensure that engagements are conducted efficiently and effectively.  
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4.2.6. Assessment 

The final stage of the Kill Chain is assessing the damage inflicted and the overall effectiveness of the 

engagement. Assessment involves evaluating the outcomes of an engagement to determine its effectiveness 

and identify lessons learned. This stage is critical for refining tactics and improving future operations. 

AI analytics will be able to evaluate engagement success rates and recommend adjustments for future 

strategies. The decision-making chain in LAWS represents a complex interplay between human judgment and 

artificial intelligence, with each stage presenting unique challenges and opportunities for ensuring both 

military effectiveness and ethical compliance. 

In The Kill Chain, Christian Brose emphasizes the importance of speed and efficiency in military 

decision-making. He argues that AI-driven LAWS can significantly enhance the speed of the "observe-orient-

decide-act" loop. However, he also stresses the need for robust human oversight and ethical considerations 

in developing and deploying these systems (Brose, 2020). 

By understanding the role of LAWS within the broader Kill Chain framework and considering the key 

stages, players, and decision-making processes involved, military leaders and policymakers can develop more 

effective strategies for the responsible development and deployment of these systems. However, the 

complexity of AI systems, particularly neural networks, and the potential for fully autonomous decision-making 

present significant challenges that must be carefully addressed. 

 

4.3. The Role of Information Technologies in the Kill Chain 

Information technologies are integral to the modern Kill Chain model, serving as the backbone for data 

collection, processing, and dissemination. They enable seamless communication and coordination across all 

stages of the Kill Chain, ensuring that relevant information is available to the right actors at the right time. 

Christian Brose provides a case where integrated IT systems allowed seamless communication 

between naval vessels, aerial drones, and ground forces, enabling a coordinated strike on an enemy command 

center with precision timing. 

Modern military organizations increasingly resemble IT companies due to their reliance on cutting-

edge technologies, sophisticated software systems, and data-centric decision-making processes. Like tech 

firms managing complex networks, the military now depends on real-time data collection, analysis, and 

processing to achieve operational goals. Traditional military structures are evolving into agile, tech-driven 

ecosystems that incorporate software engineering, cloud computing, and AI advancements. This 

transformation not only enhances decision-making but also reshapes the organization’s core functions, placing 

IT expertise at the heart of military strategy and success. 
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5. IMPACT OF AI ON THE DECISION-MAKING PROCESS IN MODERN WARFARE 

5.1. The Rise of AI-Driven LAWS: Transforming Military Decision-Making and Operations 

As the most prominent example of AI implementation in today’s warfare, Unmanned drones can be 

considered. Integrating AI in combat drones can provide us with a concrete context for examining how 

advancements in machine learning and autonomous decision-making reshape military tactics, strategy, and 

ethics. By concentrating on this specific application, we can more clearly illustrate the broader implications of 

AI in military systems and the unique challenges that arise when AI-driven autonomy is applied to lethal 

weapons. 

While kamikaze drones offer benefits like precision and cost-effectiveness, their final approach faces 

challenges. Operators must navigate these devices at high velocities to strike mobile targets while contending 

with enemy electronic countermeasures. However, integrating machine vision and AI technologies could 

address both these issues, enhancing the drones' autonomous capabilities in complex operational 

environments. 

Ukraine's disruptive strikes on Russian refineries in 2024 were facilitated by drones equipped with 

basic forms of AI systems, enhancing their navigation and jam-resistance capabilities. These units operate 

autonomously, requiring no external communication, thus demonstrating the evolving potential of AI-

enhanced unmanned systems in modern warfare (Cotovia, Goodwin, & Clare, 2024). All computer processing 

is localized on the drone itself. The drone has computational capabilities and is self-targeted. However, 

analysts say this is still a relatively low level of AI integration on the battlefield. 

Machine vision is a kind of "autopilot" for a drone. How it will be used depends on the military's 

imagination. A realistic option in conditions of tight electronic warfare on the battlefield is the automatic mode 

with AI properties: the drone is launched, and the operator "tells" it that 2 km ahead - ours, and 3 km away - 

the enemy. On the approach to the "enemy" distance, the system is turned on, which independently detects 

manpower or equipment, focuses on the target, and flies to it. Widespread development of such a scenario 

also seems realistic since this approach can significantly simplify the operator's work and reduce the 

requirements for his qualifications – automation + AI removes the task of long-term operator preparation. 

Late last year, Russian state media announced the creation of a modified version of its Lancet kamikaze 

drones. These drones can now fly in a swarm controlled by a neural network, automatically identifying, 

prioritizing, and engaging targets on the battlefield. On the battlefield, the operator only needs to specify the 

search area and give the command to take off. The drone will then independently find armored vehicles, 

cannon artillery, and enemy air defense systems (Hambling, Forbes, 2024). 
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Britain, in collaboration with allies such as the United States, is developing a program to supply Ukraine 

with numerous AI-augmented drones capable of coordinated attacks on Russian targets. These advanced 

unmanned systems would operate in extensive formations, intercommunicating to engage enemy locations 

without requiring individual human control for each unit (Wickham, Milligan, & Nardelli, 2024). 

The US Air Force's Project Venom (Viper Experimentation and Next-Generation Operations Model) 

aims to revolutionize combat protocols. This initiative transforms the iconic F-16 fighters into unmanned aerial 

vehicles, exemplifying the innovative fusion of artificial intelligence with military expertise. The project 

represents a significant shift in aerial warfare strategy and technology (Losey, 2023). This development means 

more than mere progression; it signifies a fundamental transformation of aerial warfare. The battlefield is 

being reconfigured into an arena where algorithmic risk assessment and AI-driven strategies determine 

military outcomes, marking a significant shift in combat dynamics. 

Thus, we can conclude that combining automation with AI is expected to significantly transform 

military decision-making processes by providing enhanced data analysis, target recognition, and autonomous 

operation capabilities. AI is increasingly becoming an indispensable component of military technology. Experts 

report the first prototypes have already appeared on the Ukrainian battlefield recently. The integration of AI 

into military decision-making processes has the potential to revolutionize the way armed forces operate and 

engage in conflicts.  

 

5.2. Aspects of AI Application in Military Operations 

It's crucial to understand that AI-enhanced systems, while critical components of LAWS, are part of a 

broader Kill Chain process. This process can involve various levels of automation, with or without AI 

integration. Traditional automated systems operate based on pre-programmed rules and do not adapt or 

learn. However, when AI is incorporated, it introduces a new capability dimension. AI-driven systems can 

enhance automation by adapting to new situations, learning from past experiences, and making more complex 

decisions. In the context of the Kill Chain, some critical steps may be automated using traditional methods, 

while others may leverage AI to enhance their effectiveness and adaptability. This distinction is important 

because it highlights that not all automated processes in the Kill Chain are necessarily AI-driven. Integrating AI 

into automated systems represents a significant jump in capability, allowing for more sophisticated, 

responsive, and potentially unpredictable behavior within the Kill Chain. This combination of automation and 

AI creates a complex landscape where the boundaries between human decision-making, simple automation, 

and AI-enhanced processes must be carefully considered and delineated. 
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Integrating AI into military systems can significantly impact various aspects of military management, 

including planning, operations, logistics, and decision-making processes. This section provides an overview of 

the critical army management functions likely to be affected by adopting AI technologies: 

 

 

a. Command and Control 

AI-driven LAWS can process vast amounts of data and make decisions faster than human operators, 

potentially revolutionizing Command and Control structures. For instance, an AI system can analyze battlefield 

data in real time and suggest optimal deployment strategies to commanders. The system can autonomously 

execute the chosen plan based on these AI-generated suggestions. The entire sequence - from data analysis 

and strategy suggestion to autonomous execution - AI can enhance and expand autonomous capabilities in 

military operations. 

b. Intelligence, Surveillance, and Reconnaissance (ISR) 

AI can significantly enhance ISR capabilities by rapidly processing and analyzing data from multiple 

sources. Unlike traditional autonomous systems, AI-driven ISR can adapt and learn from new data, improving 

its performance over time. For example, AI-powered drones can autonomously conduct reconnaissance 

missions, not only identifying and classifying potential threats without human intervention but also predicting 

future threat patterns and behaviors based on accumulated data. 

c. Targeting and Fire Control 

AI systems can identify, track, and engage targets with increased speed and precision while 

continuously learning and adapting to new situations. Example: An AI-driven weapon system could 

independently make dynamic decisions on target prioritization, select and engage enemy vehicles by 

leveraging machine learning algorithms that evolve based on real-time battlefield data.  

d. Planning and Strategy 

AI can change the development and analysis of complex battle plans by not only considering countless 

variables simultaneously but also by continuously learning and adapting its strategic models. For example, an 

AI strategist could generate multiple campaign scenarios, predict outcomes, and refine its predictions over 

time based on real-world results and new data inputs. This adaptive, self-improving approach to military 

planning goes beyond traditional automation, allowing for a level of strategic agility and foresight that evolves 

with each engagement and analysis. 

e. Decision Support 

AI has the potential to support and enhance decision-making processes at various levels of military 

command and control. Unlike traditional automation, which has allowed the simultaneous analysis of many 

variables, AI systems incorporate machine learning algorithms that continuously learn and improve over time. 
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By analyzing vast amounts of data from multiple sources, these AI systems can provide commanders with real-

time situational awareness, risk assessments, and decision support that evolve with new information. AI can 

also help identify and prioritize targets, suggest optimal engagement strategies, and evaluate the potential 

consequences of different courses of action. 

 

Integrating AI into military management functions requires carefully considering the potential 

benefits, risks, and challenges associated with these technologies. While AI can undoubtedly enhance the 

efficiency, speed, and precision of various military processes, it is essential to ensure that the development 

and deployment of AI-powered systems align with ethical principles, legal frameworks, and human rights 

considerations. The following sections of this paper will delve deeper into the specific implications and 

challenges of integrating AI into the military decision-making chain. 

 

5.3. Advantages and Disadvantages of Using AI 

While AI offers numerous benefits, it also introduces significant challenges that must be addressed to 

ensure its effective and ethical use. 

 

5.3.1. Advantages of Using AI 

a. Speed and Efficiency 

AI accelerates decision-making processes by automating critical tasks like threat detection, target 

prioritization, and engagement. This speed is crucial in modern combat scenarios, where timely 

responses determine mission success. By processing vast amounts of data in real time, AI-driven 

systems enable military forces to act faster than their adversaries. As Brose highlights in The Kill Chain, 

speed in decision-making is a decisive factor that often determines success or failure in modern 

warfare. 

Research by the RAND Corporation further supports this view, indicating that AI-driven systems reduce 

the time required to process data and respond to threats, offering a critical edge in high-stakes 

scenarios (RAND Corporation, 2020). 

b. Enhanced Precision 

AI-powered systems can improve targeting accuracy, minimizing collateral damage and enhancing 

operational effectiveness. Advanced technologies, such as loitering munitions and ISR platforms, can 

integrate data from multiple sources to provide a more precise and comprehensive picture of the 

battlefield. Brose notes that AI-driven precision reduces unintended consequences, making operations 

more effective and ethically defensible (Brose, 2020). 
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Reports from the United Nations Institute for Disarmament Research emphasize how integrating AI 

into weapon systems enhances discrimination between combatants and non-combatants, aligning 

with international humanitarian law (The United Nations Institute for Disarmament Research (UNIDIR), 

2023). 

 

c. Adaptability 

AI systems excel in dynamic environments by learning from new data and adjusting their strategies in 

real time. This adaptability ensures that military operations remain effective against unpredictable 

threats or rapidly changing conditions. According to Brose, the ability to adapt quickly is a cornerstone 

of maintaining operational superiority in contested environments. 

d. Force Multiplication 

AI acts as a force multiplier by enabling a smaller number of human operators to control large numbers 

of assets, such as drones and robotic systems. This capability increases operational capacity while 

reducing personnel demands. Brose describes how this "scaling effect" transforms the force structure, 

allowing militaries to do more with fewer resources. 

e. Strategic Superiority 

AI provides a decisive strategic advantage by enhancing reconnaissance, decision-making, and 

engagement capabilities. It enables forces to outpace adversaries in complex and fast-moving 

scenarios. Brose argues that AI systems are critical for maintaining dominance in a future where 

adversaries also leverage advanced technologies. 

 

5.3.2. Disadvantages of Using AI 

a. Vulnerability to Cyber Attacks 

AI systems are susceptible to hacking, data poisoning, and other cyber threats. For instance, during a 

simulated military exercise described by Brose, adversaries exploited vulnerabilities in AI-powered systems by 

feeding them manipulated data, causing misidentification of targets. Similarly, research by Horowitz and 

Scharre (Horowitz & Scharre, 2015) illustrates how adversaries can infiltrate networked infrastructures. For 

example, during a hypothetical scenario, they describe how an adversary might compromise a military drone 

swarm by infiltrating its command network. By injecting false signals, adversaries could misdirect drones away 

from their targets or cause mid-operation failures, highlighting how network dependencies can undermine 

operational reliability and expose critical intelligence. Compromised systems can disrupt operations or provide 

adversaries with critical information, posing significant risks to mission success. Brose warns that reliance on 

interconnected systems creates vulnerabilities that adversaries will exploit. 
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b. Loss of Human Oversight 

The growing autonomy of AI systems raises concerns about reduced human control in critical decision-

making scenarios. Ethical dilemmas may arise when AI systems act unpredictably or beyond their intended 

scope. Brose highlights the risks of "decision loops" where humans are excluded, potentially leading to 

unintended escalations or catastrophic errors.  

c. Dependence on Data Quality 

The effectiveness of AI relies on the quality and accuracy of the data it processes. Flawed or biased 

data can lead to incorrect decisions, such as misidentifying targets or failing to detect threats. Brose 

emphasizes that data integrity is foundational to AI reliability and warns against over-reliance on imperfect 

systems. The problem is amplified in environments where real-time data streams may contain noise or bad 

data, compounding the risks. As discussions of face recognition systems have shown, biases in training data 

can lead to discriminatory results. Such risks are even more critical in military environments where lives are at 

stake. 

d. Escalation Risks 

Autonomous systems may unintentionally escalate conflicts by reacting aggressively to perceived 

threats without human intervention. This lack of contextual understanding can exacerbate tensions and lead 

to unintended consequences. For instance, Michael N. Schmitt discusses scenarios where large swarms of 

drones operate in urban areas, autonomously selecting targets (Schmitt, 2013). These systems could 

inadvertently escalate conflicts by targeting civilians due to misclassifications or overly aggressive algorithms. 

Such risks highlight the need for robust human oversight to prevent rapid escalation driven by AI interactions. 

e. Ethical and Legal Challenges 

Common to concerns arising from LAWS in general, the use of AI in LAWS raises profound ethical and 

legal questions (while autonomous systems raise questions about human control and accountability, AI adds 

a layer of complexity with its ability to learn and adapt). Issues such as accountability for unintended actions, 

compliance with international LAWS, and the moral implications of delegating life-and-death decisions to 

machines remain unresolved. More focus on this dimension will be given in the dedicated section below. 

By understanding the advantages and disadvantages of AI, military organizations can better navigate 

the complexities of integrating this transformative technology into their operations. Striking a balance 

between leveraging AI's capabilities and addressing its challenges is critical to ensuring its responsible and 

effective use in warfare. 
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5.4. Changing Role of Service Members in the Context of AI 

Integrating AI into modern LAWS and military operations in a broader context is transforming the 

traditional roles of service members. AI-driven systems reshape responsibilities, decision-making processes, 

and the balance between human oversight and machine autonomy. 

 

5.4.1. Shift from Operators to Supervisors 

As AI-driven LAWS take on tasks traditionally performed by service members, roles are shifting from 

hands-on operators to supervisors overseeing AI-driven processes. For instance, while today, one drone is 

typically controlled by one operator, advancements in automation mean that tomorrow, a single supervisor 

could manage entire swarms of drones. This automation significantly lowers the skill threshold for becoming 

a pilot, making the role more accessible and enabling military forces to scale their operations without 

significant recruitment challenges. This shift reduces cognitive load while requiring specialized knowledge to 

intervene when necessary. 

 

5.4.2. Emphasis on Technical Expertise 

The reliance on AI-driven LAWS necessitates a workforce skilled in data analysis, system maintenance, 

and algorithmic oversight. Service members now require training in areas such as machine learning, 

cybersecurity, and AI ethics. Worth noting that AI tools act as force multipliers, but they rely on trained 

personnel who can interpret AI outputs, identify system limitations, and take control when necessary. This 

blend of technical proficiency and decision-making capability ensures that operators maintain the operational 

edge AI is designed to provide. 

 

5.4.3. Adapting to the Changing Nature of Warfare 

AI is accelerating the tempo of modern warfare, requiring service members to adapt to faster 

operational cycles and evolving roles. As specific military units increasingly resemble IT companies, they are 

involved in an entire cycle of activities, from designing AI-enabled systems to deploying, managing, and 

continuously improving them. Today, one operator might manage a single drone, but with AI advancements, 

a single supervisor could soon coordinate entire swarms of drones, executing complex missions autonomously. 

Additionally, service members are tasked with integrating AI tools into Command and Control systems and 

overseeing cyber defense strategies. These demands necessitate advanced technical training and the ability 

to trust and interpret AI outputs, ensuring effective coordination in a dynamic and unpredictable battlefield 

environment. 
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6. INTERACTION BETWEEN AI AND MILITARY STRATEGIES 

6.1. Integration of AI into Modern Military Strategies 

Integrating AI into military strategies marks a significant evolution in modern warfare. AI enables rapid 

data processing and real-time situational awareness, which is essential for maintaining strategic superiority. 

By embedding AI into command structures, logistics, and operational planning, militaries can enhance their 

capabilities to address evolving threats and complex battle environments. A critical feature of AI is its ability 

to make autonomous decisions to achieve defined objectives without explicit algorithmic instructions for every 

scenario. This flexibility allows AI-driven systems to adapt dynamically, ensuring mission goals are met even in 

unpredictable conditions. According to Brose, AI is pivotal in shifting from platform-centric to network-centric 

warfare, where interconnected systems collaborate seamlessly to achieve mission objectives. 

The Kill Chain's phases mirror a classic decision-making approach in military operations—detection, 

tracking, targeting, engagement, and assessment. AI can support each phase by enabling systems to learn 

effective strategies through interaction with their environments.  

Decision-making within the Kill Chain framework is a structured process of selecting actions by 

systematically gathering information, evaluating alternatives, and determining optimal strategies. Similar to 

sequential decision-making processes, the Kill Chain ensures deliberate and informed decisions by breaking 

down complex military engagements into manageable phases. This sequential approach aligns with the 

principles of minimizing risks and maximizing operational success, providing a clear rule of engagement and 

optimization for each stage. Whether in detection, tracking, or engagement, the goal is to refine strategies to 

achieve maximum impact with minimal resources. 

 

6.2. Connections to Management Principles 

The structured nature of the Kill Chain framework reflects core management principles, particularly 

those related to strategic planning and decision-making. Just as effective business management relies on 

breaking down objectives into actionable tasks, the Kill Chain emphasizes decomposing complex operations 

into phases for clarity and efficiency. This alignment can be seen in: 

 

a. Resource Allocation 

Like managers allocating resources across departments, military planners use the Kill Chain to optimize 

the deployment of personnel, technology, and assets across different phases. 
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b. Risk Mitigation 

Managers analyze risks before implementing strategies. Similarly, the Kill Chain allows for continuous 

evaluation and adaptation to minimize operational risks. 

c. Feedback Loops 

Just as managerial frameworks rely on feedback for continuous improvement, the assessment phase 

of the Kill Chain uses post-operation analysis to refine future strategies. 

 

By shortening the Kill Chain, AI reduces the time required for detection, targeting, and engagement, 

creating a decisive battlefield advantage. This compression of the Kill Chain not only accelerates mission 

timelines but also denies adversaries the ability to react effectively, giving commanders a critical edge. 

Automated systems reduce the decision cycle to seconds rather than minutes or hours, ensuring that resource 

allocation and high-priority actions align perfectly with operational goals. 

 

6.3. Examples of Successful AI Applications in Military Operations 

6.3.1. Project Maven 

A notable example of early AI application in military operations is the U.S. Department of Defense’s 

Project Maven (Department of Defence, 2017). Initiated in 2017, Project Maven deployed AI algorithms to 

analyze drone surveillance footage, allowing for near-real-time identification of hostile elements in conflict 

zones. The program demonstrated a significant reduction in human analysts' workload by automating target 

detection and prioritization processes. As highlighted in a Department of Defense report, this enhanced speed 

and accuracy not only improved operational efficiency but also minimized civilian casualties by increasing the 

precision of military strikes (The Department of Defense, 2017).  

 

6.3.2. Israeli Iron Dome 

The Israeli Iron Dome system integrates AI to intercept incoming rockets and projectiles with high 

accuracy. AI algorithms process data from radar and sensors to predict projectile trajectories and deploy 

countermeasures, effectively protecting civilian and military targets. Reports from the Israeli Defense Ministry 

highlight its success rate of approximately 90% in neutralizing incoming threats, a testament to its advanced 

AI-driven predictive capabilities. The AI-driven recommendation system for air strikes called Fire Factory 

processes vast amounts of data to select targets. Post-identification, Fire Factory assists in logistics like 

calculating ammunition loads, assigning targets to military drones and jets, and developing operational 

schedules.  
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Israel’s AI systems are refined using countless hours of footage, helping them distinguish between 

individuals and objects. The systems, once live, process extensive data, including drone footage, satellite 

imagery, electronic signals, and online communications. Col. Uri, who spearheads the army’s digital 

transformation unit, mentioned, “What used to take hours now takes minutes, with a few more minutes for 

human review.” (Jeans, Inside Israel’s AI air defense system, Iron Dome, 2023) (Jeans, Israel deploys advanced 

AI onto the battlefield, 2023) 

 

6.3.3. Ukrainian Use of AI-Powered Drones 

Ukrainian forces employing AI-driven drones identified and prioritized enemy positions far more 

rapidly than traditional methods, allowing quicker and more precise strikes. Reports illustrate how Ukrainian 

artillery leveraged AI-powered reconnaissance drones to disrupt Russian troop movements effectively.  

What Ukrainian companies are creating today is a technology that makes human judgments about 

targeting and firing increasingly non-essential. The widespread availability of off-the-shelf devices, quickly 

developed software, powerful automation algorithms, and specialized AI microchips can now take over all 

stages of the Kill Chain (The New York Times, 2024). 

The latest advancements in autonomous technology for drones and other machines are driven by 

deep learning, a type of AI that analyzes extensive datasets to recognize patterns and make informed choices. 

While deep learning has led to the creation of well-known large language models, such as OpenAI’s GPT-4, it 

also enables real-time interpretation and responses to video and camera images. As a result, software that 

previously allowed drones to track snowboarders down a slope can now be transformed into a lethal weapon 

(The Economist, 2024). 

Through interviews conducted with Ukrainian entrepreneurs, engineers, and military units, a vision 

has developed for the near future where swarms of autonomous drones orchestrate strikes, and machine guns 

equipped with computer vision can autonomously eliminate targets (Lawfare, 2024). 

These weapons are more basic compared to those featured in science fiction films. Although they lack 

the sophistication of pricey military-grade systems from the United States or China, their importance stems 

from their low cost – merely thousands of dollars or even less – and their accessibility. 

AI-driven, fully autonomous drones are in high demand. These machines are particularly effective 

against jamming that disrupts communications between the drone and the pilot. With the drone operating 

independently, a pilot can focus on locking onto a target while the device handles the rest. 

In some respects, Ukrainian companies are moving more quickly toward AI-driven solutions than their 

competitors overseas. 

In 2017, Mr. Russell, an A.I. researcher from Berkeley, launched an online film titled “Slaughterbots,” 

highlighting the threats posed by autonomous weapons. The film depicts groups of inexpensive armed A.I. 
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drones utilizing facial recognition to locate and eliminate targets. Current events in Ukraine bring us closer to 

this frightening reality. 

 

6.4. Impact of AI on Operational Effectiveness, Decision-Making Based on AI Algorithms 

6.4.1. Overview of AI Impact 

AI has transformed operational effectiveness by enhancing agility, precision, and decision-making 

capabilities. Autonomous systems such as drones, robotic ground vehicles, and unmanned naval vessels 

execute missions with minimal human intervention, reducing risks to personnel. These systems’ ability to 

adapt to dynamic environments ensures mission success under unpredictable conditions. 

By compressing the Kill Chain, AI systems optimize key phases like detection and engagement, directly 

influencing operational tempos. During the ongoing Russia-Ukraine war, AI-powered tools are streamlining 

intelligence cycles, enabling Ukrainian artillery to act on reconnaissance data within minutes. This speed 

ensures targets are neutralized before adversaries can reposition or fortify, demonstrating the impact of AI on 

reducing operational lag and enhancing precision strikes. Such capabilities exemplify how Kill Chain shortening 

reshapes the dynamics of modern warfare. 

Brose emphasizes that AI-based technologies allow the military to operate inside the enemy's decision 

cycle, disrupting its ability to anticipate and counteract actions, thereby intercepting the initiative. By 

significantly reducing the time it takes to make decisions and take action, AI shortens the Kill Chain to a matter 

of seconds, enabling rapid response to emerging threats. This capability changes force dynamics, providing a 

critical advantage, enabling forces to stay ahead of the enemy and capitalize on opportunities in rapidly 

changing battlefield environments, ultimately enabling proactive and precision operations. 

 

6.4.2. A Practical Scenario of AI-Driven Kill Chain Optimization in Combat Operations 

To illustrate the possible transformative impact of AI in shortening the Kill Chain, consider the 

operation of a drone swarm targeting enemy military assets located deep behind the front line. This example 

showcases how AI-driven drones optimizes each stage of the Kill Chain and emphasizes the autonomy of 

such systems, ensuring resilience against electronic warfare and minimizing the need for direct human 

control. 
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Table 1. Comparison of Traditional and AI-Driven Kill Chain Operations 

 

Phase Traditional Approach AI-Driven Drone Swarm Advantage of AI Integration 

Detection 

Satellite imagery and 

reconnaissance units 

relay data for human 

analysis. 

AI-enabled drones 

autonomously detect multiple 

targets using real-time sensor 

fusion and machine learning. 

Eliminates delays caused by 

manual analysis. 

Fix 

Ground teams confirm 

target coordinates, 

increasing exposure risk. 

Drones use AI to validate target 

positions collaboratively and 

instantaneously. 

Reduces risk and accelerates 

confirmation. 

Tracking 

Targets are manually 

tracked via surveillance, 

prone to loss in dynamic 

environments. 

AI algorithms predict target 

movements and maintain real-

time tracking within the swarm. 

Ensures continuous situational 

awareness. 

Targeting 

Prioritization of targets 

is performed by 

commanders, delaying 

response time. 

AI systems prioritize targets 

based on preprogrammed 

mission objectives and threat 

levels. 

Increases precision and 

decision-making speed. 

Engagement 

Strikes are conducted 

individually, risking 

delays and resource 

inefficiency. 

Drone swarms autonomously 

execute coordinated strikes, 

sharing data to optimize 

resource allocation. 

Maximizes efficiency and 

reduces human workload. 

Assessment 

Post-strike damage is 

evaluated manually, 

delaying follow-up 

actions. 

AI systems immediately assess 

strike outcomes and adjust 

strategies for secondary targets. 

Enables rapid tactical 

adjustments. 

Source: Data adapted from primary research and generalized case studies conducted as part of this capstone 

project 

 

Outcome Comparison 

a. Traditional Approach: Individual drones or teams execute isolated missions, often failing to adapt 

quickly to changing conditions and lacking comprehensive real-time situational awareness. 



 

 

 

 

34 

b. AI-Driven Drone Swarm: The swarm neutralizes multiple high-value targets efficiently, adapting to 

enemy defenses, maintaining communication even under electronic warfare conditions, and 

minimizing collateral damage. 

 

This example demonstrates how AI integration into drone swarm operations drastically enhances 

mission effectiveness. The autonomy of AI-driven drones ensures resilience against electronic warfare, 

eliminating the need for an operator to control each drone. This autonomy allows the swarm to adapt to 

dynamic battlefield conditions and execute missions independently of direct human oversight. By shortening 

the Kill Chain, AI systems deny adversaries the opportunity to react, ensure optimal resource utilization, and 

enable complex operations with minimal human intervention. Such advancements represent a paradigm 

shift in modern warfare, where decision speed and precision are paramount. 

 

6.5. Assessment of Consequences and Feedback 

Similar to classical management approaches in business, integrating AI into military strategies 

necessitates continuous assessment of its impact and effectiveness. Feedback mechanisms ensure that AI-

driven systems evolve based on the results of operations, adapting them to new tasks and environments. For 

example, during an after-action review, mission success needs to be evaluated, areas for improvement 

identified, and algorithms for future operations refined. Such iterative cycles enable strategic recalibration and 

operational efficiency, ensuring systems constantly adapt to changing priorities and conditions. 

Brose argues that feedback loops are essential for maintaining technological superiority. By leveraging 

lessons learned, militaries can enhance AI-driven systems’ performance and address emerging vulnerabilities. 

This iterative process shortens the Kill Chain by refining system responsiveness and improving real-time 

operational decisions. By continuously analyzing outcomes, AI tools can anticipate adversarial tactics, reducing 

reaction times and amplifying battlefield advantages. This dynamic adaptation ensures that AI remains a 

decisive factor, not just a trending buzzword. 
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7. ETHICAL AND LEGAL ASPECTS OF USING AI IN WARFARE 

Many countries nowadays are working on drone swarms deployment – and neither China, Russia, Iran, 

India, nor Pakistan have signed a U.S.-initiated pledge to use military AI responsibly (U.S. Department of State, 

2023). 

Experts worry not so much that autonomous weapons will make autonomous decisions, but that the 

systems will not work as claimed and kill non-combatants or friendly forces. Some experts believe it's too early 

to talk about full autonomy. “Regardless of the autonomy of the system, there will always be a responsible 

agent that understands the limitations of the system, has trained well with the system, has justified confidence 

of when and where it’s deployable -- and will always take the responsibility,” said the US Department of 

Defence current chief digital and AI officer Craig Martell, who previously headed machine-learning at LinkedIn 

and Lyft. “That will never not be the case” (Bajak, 2023). 

Other experts say the main objection to the whole concept of fully autonomous combat drones 

(concerns about letting the machine decide whether to kill or not) is seems that a particular Rubicon has 

already been crossed, courtesy of General Dynamics’ Phalanx CIWS. As described by the US Navy, “Phalanx 

automatically detects, evaluates, tracks, engages and performs kill assessment against ASM and high-speed 

aircraft threats” (United States Navy, 2021). The key term here is “kill assessment.” It has also been described 

as applicable against small boats. Since both aircraft and small ships are generally piloted by humans, we 

already have a machine that decides on its own whether to kill human enemies, albeit with serious constraints. 

So whatever the morality is, the decision has already been made. 

On the other hand, we can also see some ethical advantages in the application of LAWS. If we look at 

the operation of the systems fundamentally, even without regard to the application of AI, LAWS would, in fact, 

be ethically preferable to human fighters. For example, roboticist Ronald C. Arkin believes autonomous robots 

in the future will be able to act more “humanely” on the battlefield for several reasons, including that they do 

not need to be programmed with a self-preservation instinct, potentially eliminating the need for a “shoot-

first, ask questions later” attitude. The judgments of autonomous weapons systems will not be clouded by 

emotions such as fear or hysteria, and the systems will be able to process much more incoming sensory 

information than humans without discarding or distorting it to fit preconceived notions. Finally, Arkin said, in 

teams consisting of humans and robots, robots can be relied on more to expect to report observed ethical 

violations than a team of humans, which can consolidate their ranks and withhold sensitive data. (Arkin, 2010). 

While some support LAWS with moral arguments, others base their opposition on ethical grounds. 

Still, others assert that moral arguments against LAWS are misguided.  
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In July 2015, an open letter calling for a ban on autonomous weapons was released at an international 

joint conference on artificial intelligence. The letter warns, “Artificial Intelligence (AI) technology has reached 

a point where the deployment of such systems is – practically if not legally – feasible within years, not decades, 

and the stakes are high: autonomous weapons have been described as the third revolution in warfare, after 

gunpowder and nuclear arms” (Future of Life Institute, 2016). The letter also notes that AI has the potential 

to benefit humanity, but if a military arms race begins, AI's reputation could be damaged and public reaction 

could undermine the future benefits of AI. The letter has an impressive list of signatories, including Elon Musk 

(inventor and founder of Tesla), Steve Wozniak (co-founder of Apple), physicist Stephen Hawking (University 

of Cambridge), and Noam Chomsky (Massachusetts Institute of Technology), among others. Over three 

thousand AI and robotics researchers have also signed the letter. The open letter simply calls for “a ban on 

offensive autonomous weapons beyond meaningful human control.”  

As seen today, just a few years later, these statements have remained just words. Besides, there is no 

point in developing a discussion about the limits of AI-driven LAWS since a hypothetical ban on some 

autonomous weapons would require foregoing many modern weapons that are already mass-produced and 

deployed. The future is approaching quickly and cannot simply be canceled or banned. 

Indeed, the delegation of life-or-death decision-making to nonhuman agents is a recurring concern of 

those who oppose LAWS. The most obvious manifestation of this concern relates to systems capable of 

choosing their own targets. Thus, highly regarded computer scientist Noel Sharkey has called for a ban on 

“lethal autonomous targeting” because it violates the Principle of Distinction, considered one of the essential 

rules of armed conflict – autonomous weapons systems will find it very hard to determine who is a civilian and 

who is a combatant, which is difficult even for humans. (Sharkey, 2010). Allowing AI to make targeting 

decisions will most likely result in civilian casualties and unacceptable collateral damage. In this view, AI-driven 

systems are less predictable than merely automated ones, as the AI not only performs a specified action but 

also makes decisions and, thus, potentially takes an action that a human did not order. A human is still 

responsible for programming the behavior of the autonomous system, and the actions the system takes would 

have to be consistent with the LAWS and strategies provided by humans. However, no individual action would 

be wholly predictable or preprogrammed. 

Another major concern is the problem of accountability when LAWS are deployed. Ethicist Robert 

Sparrow highlights this ethical issue by noting that a fundamental condition of international humanitarian law, 

or jus in bello3, requires that some person must be held responsible for civilian deaths. Any weapon or other 

 

3 Just War Theory is an ethical framework that outlines principles for determining when waging war is morally justifiable 

(jus ad bellum – right to war) and how to conduct warfare ethically (jus in bello – right in war). Developed over centuries, it addresses 
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means of war that makes it impossible to identify responsibility for the casualties it causes does not meet the 

requirements of jus in bello and, therefore, should not be employed in war (Sparrow, 2007). 

This issue arises because AI-equipped machines make decisions independently, so it is difficult to 

determine whether a flawed decision is due to LAWS in the program or in the autonomous deliberations of 

the AI-equipped machines. The nature of this problem is well known nowadays. It was first highlighted when 

a driverless car violated the speed limits by moving too slowly on a highway, and it was unclear to whom the 

ticket should be issued. When a human decides to use force against a target, there is a transparent chain of 

accountability, stretching from whoever actually “pulled the trigger” to the commander who gave the order. 

In the case of autonomous weapons systems, no such clarity exists. It is unclear who or what is to be blamed 

or held liable.  

Michael N. Schmitt of the Naval War College distinguishes between illegal weapons per se and the 

unlawful use of otherwise legal weapons. For example, a rifle is not prohibited under international law, but 

using it to shoot civilians would constitute an illegal use. On the other hand, some weapons (e.g., biological 

weapons) are unlawful per se, even when used only against combatants. Schmitt thus assumes that some 

autonomous weapons systems may be inconsistent with international law, but “it is categorically not the case 

that all such systems will do so” (Schmitt, 2013). Thus, even an autonomous system that cannot distinguish 

civilians from combatants need not be illegal by itself, as autonomous weapons systems can be used in 

situations where civilians are not present, such as against tank formations outside a residential area or against 

warships. Such a system could be used unlawfully, though, if it were employed in contexts where civilians were 

present. As autonomous weapons evolve into huge swarms of drones, their uncontrollability and potential for 

mass harm create a new weapon of mass destruction. Imagine 1,000 drones flying around a city and deciding 

who to kill. Particularly, nefarious governments could equip drones with facial recognition to kill regime 

opponents or carry out ethnic cleansing. 

In their review of the debate, legal scholars Gregory Noone and Diana Noone conclude that everyone 

is in agreement that any autonomous weapons system would have to comply with the Law of Armed Conflict 

(LOAC) and thus be able to distinguish between combatants and noncombatants (Noone & Noone, 2015). 

 

7.1. Ethical Issues of AI-driven Autonomous Systems Application 

Thus, we can identify the following significant ethical concerns, which raise the development and 

deployment of AI-driven LAWS: 

 

 

issues such as just cause, right intention, proportionality, and discrimination between combatants and civilians. The theory aims to 

limit the occurrence of war and minimize its destructive effects when it does occur. 
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a. Delegation of Life-or-Death Decisions 

One of the primary ethical issues is the delegation of life-and-death decisions to machines. This 

concern stems from the fundamental question of whether it is morally acceptable for an artificial system to 

make decisions that result in human casualties. Critics argue that such decisions should always involve human 

judgment and moral reasoning. 

b. Accountability and Responsibility 

The use of AI-driven LAWS creates a potential "accountability gap." When autonomous systems make 

decisions that result in unintended consequences or violations of international law, it becomes challenging to 

determine who should be held responsible - the programmer, the manufacturer, the military commander, or 

the AI system itself. This lack of clear accountability could lead to a moral hazard where human actors feel less 

responsible for the outcomes of military actions. 

c. Compliance with International Humanitarian Law 

There are concerns about whether AI-driven LAWS can adequately comply with the principles of 

international humanitarian law, particularly the principles of distinction and proportionality. The ability of 

these systems to reliably distinguish between combatants and civilians in complex, dynamic environments is 

questioned. Similarly, their capacity to make nuanced judgments about the proportional use of force in varied 

contexts is a subject of debate. 

d. Lowering the Threshold for Armed Conflict 

The deployment of AI-driven LAWS might lower the threshold for entering armed conflicts. If human 

casualties on one side can be reduced or eliminated by using autonomous weapons, political leaders might be 

more inclined to engage in military operations, potentially leading to more frequent conflicts. 

e. Lack of Human Emotion and Judgment 

While some argue that the lack of human emotions like fear or anger in AI systems could lead to more 

ethical behavior on the battlefield, others contend that human emotions and the ability to feel empathy are 

crucial in making moral decisions in complex situations. The absence of human judgment in critical situations 

is seen as a significant ethical concern. 

f. Potential for Bias and Unpredictability 

AI systems can inadvertently incorporate biases present in their training data or programming, which 

could lead to discriminatory targeting or decision-making. Additionally, the potential unpredictability of 

advanced AI systems in novel situations raises ethical concerns about their use in high-stakes military contexts. 

g. Impact on Human Dignity 

There are philosophical arguments that suggest allowing machines to make decisions about human 

life and death undermines human dignity and the fundamental value of human life. 
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h. Proliferation and Misuse 

The potential for AI-driven LAWS to proliferate, including to non-state actors or repressive regimes, 

raises ethical concerns about their potential misuse and the long-term implications for global security and 

human rights. 

 

7.2. Legal Challenges Related to AI-driven LAWS in Military Operations 

The arms control debate has fear at its core, and arms control treaties have tried to address it. 

Advocates of arms-control treaties fear the consequences of horrific weapons of war spreading widely. 

Opponents fear what might happen if their adversaries build such weapons, but they cannot. These dueling 

fears animate everything from gun debates around the dinner table to nuclear arms debates at the United 

Nations. 

The development of AI-driven LAWS technology is rapidly advancing and poses challenging questions 

about how their use and proliferation should be governed. 

Work on this issue is ongoing. Diplomats have debated autonomous weapons issues under the United 

Nations Convention on Conventional Weapons Group of Governmental Experts on Lethal Autonomous 

Weapons since 2014 (United Nations Office for Disarmament Affairs, n.d.). These meetings have accomplished 

little to create an international treaty on autonomous weapons. Still, they have helped clarify state positions, 

brought greater attention to the topic, and better-articulated concerns regarding autonomous weapons. Arms 

control advocates have called for bans and new treaties, but these vary in scope. Groups like the Campaign to 

Stop Killer Robots argue all autonomous weapons must be banned. Others, like the International Committee 

of the Red Cross, have a more nuanced view, focusing on “unpredictable” (AI-driven LAWS would fall into that 

category) weapons (International Committie of the Red Cross, 2021). 

As new resolutions are being drafted today to regulate fully autonomous weapons systems and 

regulate other military applications of AI, some actors are still trying to artificially delay the coming arrival of a 

new reality. Thus, the representative of Egypt in the UN called on the UN to actively address the growing 

threats posed by a new category of weapons that can self-activate, select a target, and take a human life.  The 

representative said that even if an algorithm can determine what is legal under international humanitarian 

law, it will never be able to decide what is ethical. An algorithm should not have complete control over 

decisions involving killing or harming a human being.  The principle of human responsibility and accountability 

for any use of lethal force must be maintained regardless of the type of weapon system used (United Nations, 

2023). 

As stated above, it is hard to imagine nations agreeing to return to a world in which weapons had no 

autonomy, especially after the exponential boom of AI. On the contrary, development in AI leads one to expect 

that more and more machines and instruments of all kinds will become more autonomous. AI drones, 
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bombers, and fighter aircraft with no human pilot seem inevitable. Although any level of autonomy indeed 

entails, by definition, some loss of human control, the cat is out of the bag, and there's no way to put it back 

in. 

Thus, reaching an international agreement to ban fully autonomous AI-driven weapons with missions 

that cannot be aborted or recalled after launch does not look realistic today. Back in 2012, the Pentagon 

directed that “autonomous and semi-autonomous weapon systems shall be designed to allow commanders 

and operators to exercise appropriate levels of human judgment over the use of force” (Department of 

Defense USA, 2012). However, as stated above, this approach seems outdated and unrealistic today. 

In November 2023, the US Defense Department released its strategy to accelerate the adoption of 

advanced AI capabilities to ensure U.S. warfighters maintain decision superiority on the battlefield for years to 

come (U.S. Department of Defence, 2023). 

Thus, regulating AI-driven autonomous decision-making faces significant challenges due to gaps and 

ambiguities in the current legal framework. One key issue is the lack of a universally accepted definition for 

autonomous weapon systems, which complicates creating targeted regulations. Accountability is another 

critical concern, as current LAWS struggle to assign responsibility for decisions made by AI systems, mainly 

when violations of international humanitarian law (IHL) occur. 

While widely supported, the concept of “meaningful human control” over autonomous systems 

remains undefined, especially as AI systems grow more independent. Rapid technological advancements also 

outpace the slower international lawmaking process, leaving legal frameworks outdated. Efforts like UN 

resolutions often lack binding enforcement mechanisms, leading to inconsistent application among states. 

Verification and compliance pose additional hurdles, as the opaque nature of AI decision-making 

makes it challenging to ensure adherence to IHL principles. Dual-use AI technologies, with both civilian and 

military applications, further complicate regulation, particularly given their potential for uncontrolled 

proliferation. While widely discussed, ethical concerns remain challenging to translate into binding legal 

standards, especially in combat scenarios requiring human oversight. 

Finally, reaching an international consensus on the regulation of AI-driven LAWS is becoming 

challenging due to diverging national interests and views on the risks and benefits of these technologies. 

 

7.3. Safety and Responsibility in the Use of AI 

Integrating AI into military systems presents profound challenges concerning safety and responsibility. 

Ensuring that AI operates reliably within defined ethical and legal parameters is essential to avoid unintended 

consequences on the battlefield or even in civilian contexts.  
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7.3.1. Safety Mechanisms for AI Deployment 

AI-driven LAWS must be designed to perform consistently under diverse and unpredictable conditions. 

Reliability must ensure these systems make real-time decisions without failure, even in adversarial 

environments. Testing protocols, including simulation-based stress tests and real-world field trials, are critical 

to validate AI reliability in new LAWS. As Brose highlights, failures in autonomous systems can disrupt entire 

operational frameworks, underscoring the need for rigorous testing before deployment. 

Meaningful human control is a cornerstone of safe AI deployment in military settings, but it is not 

always achievable in practice. For example, when Ukrainian drones operate deep within Russian territory, up 

to 2,000 km away, direct human oversight is often impractical. This scenario highlights the core advantage of 

autonomous systems: the ability to continuously analyze operational conditions and independently make 

decisions based on real-time data, ensuring objectives are met without continuous human oversight. These 

drones use pre-programmed algorithms to prioritize and strike targets effectively without real-time oversight. 

Ethical guidelines from institutions like the U.S. Department of Defense emphasize the importance of human 

intervention to mitigate risks, but such scenarios demonstrate the operational necessity of autonomy. To 

address this, robust programming and adaptive AI models must balance operational success with minimizing 

unintended consequences or escalation. 

AI systems should incorporate fail-safe mechanisms to ensure that specific systems can be deactivated 

or isolated without causing widespread harm with further return to the base. However, such fail-safes are 

often impractical with low-cost kamikaze drones designed for one-way missions. These drones lack the battery 

capacity for a return flight, necessitating operators to select a target (considering the manually operated 

scenario, non-autonomous) before the drone's power is depleted to avoid wasting it. This operational reality 

underscores the need for systems to be pre-programmed with robust target prioritization algorithms to ensure 

effectiveness even when human intervention is limited. Additionally, it is crucial to minimize the risk of striking 

civilian (non-military) targets, as can sometimes happen in practice when operators fail to find suitable military 

targets close to the drone. 

 

7.3.2. Accountability in AI Use 

A significant challenge in AI deployment lies in assigning responsibility for decisions made by 

autonomous systems. Traditional accountability frameworks in international law rely on human agency, 

creating a gap when decisions are delegated to machines. Potential solutions include establishing pre-defined 

accountability protocols where responsibility is distributed across multiple levels – from the programmers and 

manufacturers to the commanders authorizing the use of these systems. Ethicists warn that this 

"accountability gap" undermines compliance with international humanitarian law, which mandates personal 
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responsibility for actions in armed conflict. Introducing explainable AI (XAI)4 systems could also help clarify 

decision-making processes, enabling better post-operation audits and mitigating the accountability gap. 

Establishing global norms for AI accountability is critical. Efforts like the UN Convention on Certain 

Conventional Weapons (CCW) provide platforms for international dialogue on AI governance. However, 

achieving consensus remains challenging due to divergent national interests and the dual-use nature of many 

AI technologies. 

The use of AI in military operations must balance operational effectiveness with adherence to ethical 

principles. For example, AI systems should prioritize minimizing civilian harm while achieving mission 

objectives. This requires careful data selection for further learning to align AI behavior with ethical values and 

operational goals. 

Operational environments are dynamic, necessitating continuous monitoring of AI performance. 

Feedback loops should be established to refine AI systems based on real-world outcomes, ensuring they 

remain safe, reliable, and aligned with evolving strategic objectives. Brose underscores that AI risks becoming 

obsolete or counterproductive in rapidly changing combat scenarios without adaptive mechanisms. 

  

 

4 Explainable AI (XAI) is a methodology designed to make AI systems more transparent by providing insights into how they 

arrive at specific decisions. It is not a single algorithm but a framework or approach that incorporates tools and techniques to ensure 

that the decision-making process of AI systems is interpretable and understandable by humans. These include methods like decision 

trees, heatmaps, and interpretable machine learning models. XAI enables stakeholders to trace how AI systems arrive at decisions, 

identify risks, and ensure compliance with ethical and operational goals. For instance, a heatmap might highlight factors leading a 

drone to prioritize a particular target, fostering accountability and trust. By clarifying the AI's internal logic, XAI bridges the gap 

between complex algorithms and human oversight, facilitating better post-operation audits and informed decision-making. 
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8. CONCLUSION 

8.1. Key Findings of the Research 

This research has highlighted the transformative impact of artificial intelligence on lethal autonomous 

weapons systems and modern military operations, focusing on its integration into the Kill Chain framework. 

Key findings include: 

 

a. Shortened Kill Chain  

AI significantly accelerates decision-making by enhancing detection, targeting, and engagement 

capabilities. This compression of the Kill Chain provides a decisive operational advantage, enabling 

forces to act faster than adversaries. Consequently, the effectiveness of AI ensures its widespread 

adoption across all military spheres, revolutionizing operations on a fundamental level. 

b. Changing Role of Service Members  

The introduction of AI shifts service members from operational roles to supervisory and strategic 

positions. While the required level of manual skills for operating AI-powered weaponry decreases due 

to automation, the need for new areas of expertise grows. This transition highlights a reduced reliance 

on traditional operator qualifications, making these roles more accessible. New roles will be emerging, 

emphasizing technical training in data analysis, cybersecurity, and AI ethics to effectively manage, 

optimize, and safeguard AI systems. 

c. Operational Challenges and Risks 

While AI offers immense potential, it also introduces challenges such as system reliability, vulnerability 

to adversarial attacks, and compliance with ethical and legal standards. These challenges highlight the 

critical need for designing AI systems with resilience, ensuring accountability through transparent 

mechanisms, and implementing continuous oversight to adapt to dynamic operational environments. 

d. Ethical and Regulatory Implications 

The deployment of AI in warfare raises pressing ethical questions and requires the establishment of 

international norms to govern its use. Balancing operational effectiveness with ethical considerations 

remains a critical challenge. 

 

8.2. Future Prospects for AI Development in Modern Military Operations 

Opportunities and challenges mark the future of AI in military operations: 
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a. Advancements in Autonomy 

The continued development of autonomous systems promises to enhance operational efficiency. 

Future AI systems will likely feature increased adaptability, enabling them to respond to dynamic 

combat environments with minimal human intervention. 

b. Integration of Swarm Technologies 

The deployment of AI-powered swarms, where a single supervisor can oversee multiple autonomous 

units, is set to revolutionize battlefield strategies. These systems will enhance coordination and 

expand the scope of military operations. 

c. Focus on Explainable AI (XAI) 

Transparency in AI decision-making will remain a priority. Developing tools to make AI systems 

interpretable will strengthen trust and accountability, particularly in high-stakes military applications. 

d. Cybersecurity and Adversarial Resilience 

As reliance on AI grows, so will the need for advanced defenses against cyberattacks and adversarial 

manipulations. Investments in robust cybersecurity frameworks and anomaly detection systems will 

be essential. 

e. Ethical and Regulatory Evolution 

International cooperation will play a pivotal role in addressing the ethical and legal challenges 

associated with AI in warfare. Establishing binding agreements and fostering consensus on AI 

governance will be critical for ensuring its responsible use. 

 

The integration of AI into military operations fundamentally changes how wars are fought, akin to the 

historical revolutions brought by the introduction of gunpowder, mechanized warfare, and mechanized 

industry during World War II. Like these pivotal shifts, AI has the potential to redefine strategy and tactics 

while introducing significant ethical and regulatory challenges. By overcoming current barriers and advancing 

its capabilities, AI can fully realize its potential in transforming defense strategies. However, as with past 

innovations, progress must be balanced with adherence to ethical standards and strategic priorities, ensuring 

that AI is deployed responsibly and effectively. 
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